UNIVERSITY OF EDUCATION, WINNEBA
REFERENCE GUIDE ON USE OF ICT RESOURCES
· Use of UEW’s IT resources shall be consistent with the education, research and community service mission of the University, all national regulations and in accordance with University IT policy document.

· Users are responsible for maintaining the security of their own accounts and passwords.  Sharing accounts with other individual is prohibited.  Users are responsible for any activity carried out under their accounts. 

· Users must not use University IT resources in the commission of any illegal or otherwise unauthorized act. Misuse of University IT resources include:
· Unauthorized upload, download, or other digital reproduction of copyrighted materials, including software, music and films.

· Unauthorized storage of copyrighted materials, including software, music and films, on University owned or controlled IT resources.

· Use of University IT resources for the viewing, accessing, or transmitting of offensive material is strictly forbidden.  This applies to any screen display or printing of images, sounds or messages that could reasonably be considered obscene, pornographic, profane or otherwise objectionable.

· Use of University IT resources to threaten, harass, defame, libel or slander any other person.

· Unauthorized interception of electronically transmitted information

· Extensive recreational game playing, especially during normal working hours.

· Unauthorized tampering of ICT resources including computers and printers

· Users must not use University IT resources for any unauthorized commercial purposes.  Use of any University IT resources for personal gain or profit is prohibited.
· Users are permitted to engage in the following internet activities:

· During working hours, access information for the performance of their job.

· During working hours, participate in news groups, chat sessions, and email discussion groups, provided these sessions have a direct relationship to the user’s job with the University.
